
Fireside Friday's
Series Overview & Windows CLI

Week 1



Thanks to our sponsors!
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Antisyphon Training



Special Thanks to…
● Hermon

● Emily

● Both gave up many late nights to help with QA and 
development of this content

● Very much appreciate their efforts! 

● Please give them a warm "thanks" the next time you see 
them online
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Lab requirements for this section
● Modern Windows system

● Access to the command line (cmd.exe)
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What this series will cover
● Networking & network security concepts

● Evaluating risk

● Network security architecture

● Network traffic control

● Network traffic monitoring

● Security testing

● Compliance and security frameworks
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Our path to get there
● Expect sessions to run for 16-20 weeks

● One hour each Friday (same bat time, same bat channel)

● Will start with the basics and build up from there

● Want this to be a holistic class that fills in gaps

● What about after week 20?
○ I'll ask you what you want to learn :-) 
○ Deeper dive on specific technologies if folks are interested
○ We refer to Antisyphon if training is already established 6



Why focus on secure network design?
● The network is what binds it all together

● Responsible for both functionality and security

● Challenging to troubleshoot/blue team/red team without 
understanding how it works

● May go down some rabbit holes when needed
○ Difference between stateful packet filtering & stateful inspection??

● But let's first start with the basics
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Today's focus is Windows
● Mostly Windows command line interface (CLI)

● Core skills needed for labs and troubleshooting

● Goal is to have folks comfortable working at the CMD
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Run CMD as administrator
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Pin to the Desktop
Right click icon
Select "Run as administrator"

Some tools need high level 
permissions

Do this if what you are trying 
does not seem to work



Basic navigation
● dir = List contents of current directory

● cd <name> = Change directory

● cd .. = Move up 1 directory

● <tab> = Autocomplete cycle

● up/down arrow = cmd recall
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Listing files and directories
● dir /s | more = Show subdirectories and files, "q" to quit

● tree | more = Show directory structure

● more <file name> = Attempt to display contents of file
○ Works best with text based files

● cls = Clear the screen

● /? or -? or /h or -h = Help with command
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Alternate data streams
● Hidden area under the main file system

● Can be used to hide data associated with a file

● Created to be compatible with Apple file system

● Used today for metadata on downloaded files

● Can also be used to hide info on a drive
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dir /s /r | findstr /e ":$DATA"



Working with alternate streams

13



How do I see that data?
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"notepad foo.txt:hiddenstuff.txt" works as well
The Sysinternals toolkit has some useful ADS tools

https://learn.microsoft.com/en-us/sysinternals/downloads/streams


taskmgr - What's running on my system?
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What's loading at boot?
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tasklist - View running processes
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Finding sub processes
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IP info with ipconfig
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Cached DNS queries with ipconfig
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Interfaces & networks with netstat
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What ports are open with netstat
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Firewall settings with netsh
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Finding local systems with arp
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Check connectivity with ping
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Check networks with tracert
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Wrap up
● Thank you for attending!

● Certs & video usually go out in 24 hours

● If you have any lingering questions, the Discord channel 
will remain active
○ Also a good chance to socialize with others in the class
○ Have other tips and tricks? Please share with others!
○ Posting screenshots can be helpful :-) 
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